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PykoBoacTteo nonb3osatens (mogynbe NFC)
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Bce nckntounTteneHble aBTopckue npasa npuHagnexat OO0 «HKT Codteap».
Mepenava gaHHOro JOKYMEHTa UM MpaB Ha Hero TPEeTbMM fvLaM, ero pacnpocTpaHeHne, paBHO U UCMOMb30BaHNe
NHbIM 06pa3om 6e3 nucbMeHHoro cornacusi npasoobnagatens OO0 «HKT CodTtBap» 3anpeLyeHbl
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Mepenava gaHHOro JOKYMEHTa UM MpaB Ha Hero TPEeTbMM fvLaM, ero pacnpocTpaHeHne, paBHO U UCMOMb30BaHNe
NHbIM 06pa3om 6e3 nucbMeHHoro cornacusi npasoobnagatens OO0 «HKT CodTtBap» 3anpeLyeHbl



1 BBEAEHMUE

1.1 HasHauyeHue moayns «NFC»

Moaynb «NFC» (ganee no Tekcty — Modyrib) BXOOUT B COCTaB CUCTEMbI NOANBHOCTN 1M 6e3Hanny-
HbIx pac4éTtoB «Petrol Plus» (ganee no tekcty — Cucmema) n npeaHasHadeH Ang opraHm3dauumn obcnyxu-
BaHWSA KNMEHTOB B online-pexumMe ¢ ncnonb3osaHnem texHonorum NFC (cm. n. 1.3).

1.2 MCI'IOﬂb3yeMbIe TepMUHbI, onpegerieHnA N CoKkpawleHus

ID — yHMKanNbHbIN MOEHTUMUKALUNOHHBIA HOMED
Bl — ©6as3a gaHHbix Cucmemsbi

Ol — onepaumnoHHbIN LEHTP

TO — Touka obcnyxmnBaHus

1.3 OnwucaHune TexHonoruu NFC

NFC (Near Field Communication) — TexHonorms 6ecnpoBogHON BbICOKOYACTOTHOW CBSI3W Maroro
paguyca gencTsusi, koTopasi obecneynBaeT NMHPOPMALMOHHbBI OOMEH MexXay YCTPOMCTBaMU, HaxoaALwmMmMm-
ca Ha pacctosiHum okono 10 caHTumeTpoB. NFC sBnsaeTca pacwuuvpeHnem ctaHgapTa 6eCKOHTaKTHbIX KapT
ISO 14443, ncnonb3yemMoro B TEXHOMNOrMn paguovactotHon naeHtudpukauum (RFID). daHHbin ctaHaapT pa-
6oTaeT B npegenax obLEeCTBEHHO OOCTYMHbIX U He NULEH3MPYEMbIX paamodacToT okorno 13,56 MI'y ¢ wu-
PWHOW Nosockl NponyckaHms nodtn 2 My, n obecnevmBaeT CKOPOCTb Nepedayn nHdopmauun ao 424 kuno-
OuT B CEKyHAY.

Tak xe, kak B TexHonorum RFID, B NFC cBa3b nogaepxvBaeTcst NOCpeacTBOM MHAOYKLUUN MAarHUTHO-
ro Nons B ABYX PaMOYHbIX aHTeHHax (aHTeHHa GecKOHTaKTHOro pugepa n aHteHHa Hocutens NFC-umna),
pacnonioXeHHbIX B npegenax onwkHero nonsa Apyr gpyra n obpasylowmx TpaHcgopmaTop C BO34YLUHbIM
CepAeYHUKOM.

1.4 Cxema paboTbl

Modynb nossonseTr peanusoBatb Cxemy 0OCMYXMBaHMSA, KOTopas MAEHTUYHa npouedype onnarhbl
TOBapoB U ycnyr, BbinonHsemon B online-pexume no kapte tuna «D» (cm. gokymeHT «Petrol Plus. Pl1. OL
(0ononHeHue no modynto ONLINE)». OTnvdmnem sBnsaeTcs TO, YTO B AaHHOW cxeme paboTbl kapTa Tvna «D»
AaBnseTca BupTyanbHou (co3paétca Tonbko B B OLl), a onepauusa ob6cnyxnBaHna BbINOMHAETCA C Npeab-
asrneHnem Hocutena NFC-4mna, 3a KOTOpbIM 3Ta KapTa 3akpensieHa.

MpumeyvaHus:

1. Hocutenem NFC-uuna moxeT OblTb MOOGUNBHOE YCTPONCTBO, NOALEPXKUBAOLLEE
OaHHY0 TeXHOMNorno (Hanpumep, TenedoH, CMapTdOoH 1 T. M) UNK KapTa.

2. [Onsa 3anucu u cuntbiBaHns nigopmauun ¢ NFC-yuna ncnonbsyetca 6ecKoHTaKT-
HbI puaep (Hanpumep, pugep SBSK-03 (cm. gokymeHT «Pudep SBSK-03. M3») unu
pugep UniFlex Il (cm. gokymeHT «Pudep UniFlex-11. 3»)).

Ona npuBaskm NFC-uuna k BupTyanbHoun kapte Cucmemsbi (oanee no Tekcty — Kapma) ncnonb3y-
eTcs yHuKanbHbln Homep (ID), 3anucaHHbIn B NFC-4mn Ha sTane ero nponsBOACTBA.

Mpu npeabasneHnn Hocutena NFC-umna ang onnatel TOBapa UNn ycnyru Ha TepMmuHane BbINOMHS-
eTcsa yteHue ero ID u online-npoBepka Hannuusa 3akpennéHHon 3a HuM Kapmei. B cnyvae ycnewHon npo-
BEPKM peanusyeTca wWTaTHasa onepauus online-obcnyxuBaHus no kapte Ttuina  «D»  (cm. goky-
MeHT «Petrol Plus. Pl1. TO»).



2 NOAroTOBKA K PABOTE

Mpouenypa nogrotoskn Modysisi k paboTe BktoyaeT B cebs cneayolime aTansbi:
1. ToakntoyeHne Modyns (cm. n. 2.1).
2. [obaenenune Kapm (cm. n. 2.2, cTp. 7).

2.1 MNoakntoveHne Modyns

O6wmuin  nNopsAdoK  NOAKMIOYEHUS  KOMMEPYECKUX  MOAynen  W3NoXeH B JOKYMEeH-
Te «Petrol Plus. Pl1. OL».

MpusHakom nogkntoyéHHoro Modyrss sBnsieTcA 3agaHHOe 3HayeHWe paspeLléHHOro Konnyectsa
Kapm, xotopoe otobpaxaetrca B none «KonmyectBo kapt NFC» okHa «Kommepueckue mopynu»
(cm. Puc. 1).

x|
Tekywes cocToAHME
Amurent 4000
Funuan 0 ny 500
Bepcua 5.15.0.0 Bepouwa HOLL £.3.0.0
Lara cepThpunkauny 2406 2013 08:59:34
JDara GnokKpoeky BeccpovHo
Nara tnokurpoeku [THP BeccpoyHo
F.onuyecTeo TeprkHanos HeorparidieHo 24 ToYHOCTE 8NA yonyry 2
KonuiecTEo kapT HeorpaHuiueHo 520 TouHOCTE ANA BAMKTE 2
F.onuuecTeo kapt THF Heorparidieno 28 To4HOCTE 604 UEHE 2
|KonusecTso kapr NFC 150 | 0
F.onuyecTeo yonyr 99 47 [ CN amureHToE
KonuuecTeo cobemui 45561 45561 v 3k [ Moctel
v nu ¥ on v 3Kn [ Onnara aopor
¥ MHkaccauma no Mogerty v oC [ 3kl [ FeHepaTop TpaHzakumEi
[~ OMLIME v Oun W nc [ Mexenxeps:
[ Bonyc ey [~ OME [~ ncn [ Mepegaya Tapudos
[ MunsTHEaMOTHOCTE v OH Ha suswx [ AnuT [ Mpagaaonycka
[ ATM TeprdHan [ NoankHocTE v Nk [ Mpuetd kapr DEY
[ Mepeaaya kapr 1 kamerTos & ML [ BpemMeHHbIR pesit pasoTel [ Nl [ OMLIME rkowenstkm
[ NMepepaya TanoHoE [~ RFID ¥ Daaretp [~ OMLIME kpoce kypckl
[ EMV [ TS [ Diesel 24 [ Dononqerue & CN
[~ MHP [ FE-240 [ Senzelock [T E100
MpoduTare taiin | [ EHvEHTE: BuliiT Hataerme

Puc. 1. Bug okHa «Kommepueckue moaynu» npu nogkntoyéHHom Modyne
BHUMAHMUE!

KonunyectBo Kapm, 3apeructpupoBaHHbix B Cucmeme, He MOXET MpeBbilaTb Makcu-
ManbHO AOMYCTUMOro 3HaveHus (B npumepe Ha Puc. 1 — 150 kapt NFC). Onsa name-
HEHMs 3TOro 3HayeHus obpaTuTechb B CNyXOy TEXHWYECKOW NOAdEpPKKWU ONnA nonyye-
HWA HOBOro panna-cepTudukara.




PykoBoacTteo nonb3oBatens (mogynb NFC)

2.2 [o6aBneHue Kapm

IOna pobaenenunsa nHdpopmaumm o Kapme B B OL| Heo6x0OuMMO BbLINOMHUTL LUTATHYO NpoLenypy
dopmaTmpoBaHus 1 Bblgavm kapTbl Tuna «D» (cm. gokymeHT «Petrol Plus. Prl1. OL| (dononHeHue no modysio
ONLINEY). Npn 3TOM B OKHE hopMaTUpOBaHMS kapTbl Heobxoamnmo yctaHoBuTb dnar «NFC» (cm. Puc. 2).

f"; dopMaTvuposaHve KapTbl 4000000134 . 2(_]
Tun kaprer] 100% online (D) = [t tee
Baanenew] Pupma 5| He eibpar —J
Bua kaprer] KnveHrcrkan _'J ——Koweneku kaptel  Cxrema patotel Tun aumura Numur——
[ ey ol o 1. Py ~nc =llewima  ~lfo00
[~ Fexepauua PIN koaa 2. Nonnapel _vJ Her ;] cyrfobw (000
3. Yeayral || Her | eyrfosw < [000
[ Nevare PIN koneepta 4 Ycnyra2 [Her lewrobw dpon
WNHaWEMaYaNEHBIA AMUT (203 mPFx) 5, Ucniyra3 “[Rer =l[cur/obu Jpmm
6. Ycnyrad || Her ~ewrosw Foo
7. Tosapd || Her | eyrfosw - [000
8. Tosap5 ol Her  Zl|ewr/otw - |[F00
9. Tosaph A|Her  =||ewr/osw - |00
10.Yenyra® o ||Her  =||eyrfotw - |[700
OK OrneHa

Puc. 2. ®opmaTtupoBaHue Kapmsoi

Onepauus gobaenexus Kapmsi nmeeT cnegyolime ocobeHHOCTH:
e  [pKW NOSIBNEHMM B OKHE COOBLLEHUI pyaepa 3anpoca KapTbl HE06X0AUMO NPeabABUTL HOCK-
Tenb NFC-umna. [laHHasa npouenypa BbINOMHAETCA aHanormyHo npoueaype npeabssneHus dec-
KOHTaKTHOW KapTbl (CM. AOKyMeHTbI « Pudep SBSK-03. U3» n «Pudep UniFlex-1I. UO»);
e  pu BbINOMHEHUN onepauuun opmaTnpoBaHusa 3anuck MHgpopmaumm B NFC-unn He npowus-
Boantcd. B npouecce onepaumn BeinonHaeTcsa Tonbko yTeHne ID NFC-umna u ero npuBsaska K
Kapme;
e PIN-kog, 3agaHHbI npu popmaTnpoBaHuu, He 3anuceiBaetca B NFC-umn. HesaBucmmo ot
coctosiHua dnara «3awwmta PIN kogom» gaHHbi PIN-kog He GyaeT 3anpawumBaTtbcs Npu BbINOm-
HEHMK onepaumm obCnyXMBaHUs;

BHUMAHUE!

Tak kak PIN-kog, 3agaHHbIn Npy bopmaTMpoBaHUn, He 3anpalumBaeTcs npy o0Cnyxu-
BaHuM no Kapme, B uensx 6e30nacHOCTM HACTOATENbHO PEKOMEHAYETCA BKM4YaTb
ansa aton Kapmel dyHkumio 3anpoca PIN2-koga B HacTponkax OOMOMHUTENbHbIX 3a-
npocoB online-obcnyxuBaHust (cm. JokyMeHT «Petrol Plus. Pl1. OL] (GononHeHue no
modyso ONLINE»).

e  BbINOMHNUTbL NakeTHoe dhopmaTupoBaHne Kapm HEBO3MOXHO;

e  M3MeHUTb TN gobasneHHon Kapmbl HEBO3MOXHO;

e pfobaeneHHas Kapma MoxeT ObiTb nepedaHa [ApYroMy KIAMEHTY TONMbKO B pexume
«bes npeabaBneHua» (cM. gokyMeHT «Petrol Plus. Pr1. OL{»).

Pa3paboTtuuk octaBnseT 3a cobon npaBo BHOCUTbL B Modysib naMeHeHus 6e3
npeaBapuUTenbHOro yBeAoMMAeHNs Nonb3oBaTens
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